
A Genetic Algorithm Approach for
Doing Misuse Detection in Audit Trail Files

Pedro A. Diaz-Gomez and Dean F. Hougen
Robotics, Evolution, Adaptation, and Learning Laboratory (REAL Lab)

School of Computer Science, University of Oklahoma
Norman, OK, USA

pdiazg@ou.edu hougen@ou.edu

Abstract

This paper focuses on the development of an Intrusion
Detection System based on Genetic Algorithms. We present
and justify a fitness function independent of variable pa-
rameters that addresses the problem of false positives. This
fitness function is a generic one that can be used for either
off-line or online intrusion detection systems and it allows
us consider pseudo intrusions, which could be used to pre-
vent the occurrence of actual intrusions. The paper also
describes extending the system to account for the fact that
intrusions may be mutually exclusive and defines the union
operator which greatly speeds the search for intrusions.

1. Introduction

To address the growing problem of data protection, re-
searchers are examining new paradigms in computer secu-
rity, such as applying evolutionary methods to intrusion de-
tection [6].

1.1. Intrusion Detection Systems

An Intrusion Detection System (IDS) is a security mech-
anism that looks for intrusions, which are malicious ac-
tions focused on gaining access to the resources of the com-
puter [12]. To do that, an IDS must know in advance what
the intrusions are—known as misuse detection—or it must
distinguish between normal and abnormal activity in order
to recognize intrusions [12].

Intrusion Detection Systems analyze audit trail records
generated by the operating system. The analysis of the au-
dit trail records can be an online process (i.e., done as the
records are generated due to actions performed by a user)
or an off-line process (i.e., done after the fact) [12]. If done

online, the IDS may be able to recognize malicious actions
before the intrusion has been completed.

1.2. Genetic Algorithms

Genetic Algorithms (GAs) belong to the field of evo-
lutionary computation and have been applied as heuristic
methods to solve problems. The strength behind GAs re-
sides in the fact that the search space is traversed in parallel
by proposing solutions (at the beginning randomly gener-
ated) that are continuously evaluated using a fitness func-
tion. A GA is a method for moving from one population of
solutions to another using a kind of artificial selection and
the operators crossover and mutation. Each solution is usu-
ally called a chromosome or individual which consists of
genes (for binary GAs, bits), each gene being an instance of
a particular allele (0 or 1). The selection operator chooses
those chromosomes in the population that are fittest and that
will be allowed to reproduce. Crossover exchanges subparts
of two chromosomes. Mutation randomly changes the allele
values of some locations in the chromosome [11].

A GA needs a fitness function to be maximized—the
combination of objectives and constraints in a single func-
tion using arithmetic operators seems to be an appropriate
way to define it. This approach is called the weighted sum
approach [2], that in its general form is

max
k∑

i=1

wi ∗ fi(x) (1)

where wi ≥ 0 are the weights representing the importance
of k objectives and constraints which are represented (in-
distinctly) by fi(x).

There are, however, problems with this approach. The
first is that accurate scalar information must be provided
on the range of objectives, to avoid some of them dominat-
ing the others. The second is the difficulty in determining
appropriate weights when there is not enough information
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about them. In this case, any optimal point obtained will
be a function of the coefficients used to combine the objec-
tives and constraints [2]. We present in this paper a fitness
function that follows the weighted sum approach but uses
parameters derived from problem itself.

1.3. A GA for Misuse Detection

Misuse detection can be accomplished by searching au-
dit trail logs of user activities for matches to patterns of
events required for known attacks. Because such search is
NP-complete, heuristic methods will need to be employed
as databases of events and attacks grow. Genetic Algo-
rithms can provide the basis for an appropriate heuristic
search method [10].

Our program to do this builds on ideas found in GAS-
SATA [10] and consists of two parts (see Figure 1). The first
part, the Event Classifier, reads the audit trail, classifies au-
dit records into events, and counts the events; the output
of this program is an array with a length equal to the num-
ber of event types (Ne), called the Observed Vector (OV ).
The second part, the Analysis Engine, is a genetic algorithm
that receives as input the Observed Vector and the Attack-
Events matrix (AE), and performs the analysis in order to
determine which attacks may have occurred. To do this it
repeatedly hypothesizes sets of attacks that could occur and
evaluates each hypothesis.

In order to evaluate the hypothesis I , the attack-event
matrix is multiplied by I . Each position of AE ∗ I is com-
pared with the corresponding position in OV . If (AE ∗ I)j ,
(the hypothesized number of events of type j) is less than
OVj (the observed number of events of type j) then the hy-
pothesis is possible. But if, on the contrary, (AE ∗ I)j is
greater than OVj , that means that the algorithm hypothe-
sized intrusions that did not occur, a situation that must be
taken into account perhaps by using a penalty factor in the
fitness function. The penalty term is, then, related to the
number of event occurrences in AE ∗ Ij in excess of the
number of event occurrences in OVj [10].

2. Fitness Function

Following our previous analysis [3], the problem is to
find the vector I that maximizes the inner product

F (I) = W · I (2)

where W is the weight vector for the objectives (as in Sec-
tion 1.2) subject to the constraints [10]

(AE ∗ I)j <= OVj for 0 ≤ j ≤ Ne (3)

and
Ik ≥ 0 for 0 ≤ k ≤ Na (4)

where Na is the number of known attacks types.

2.1. Theoretical Underpinnings

The constraints given in Equation 3 can be arranged as
polynomials cj in i following the notation suggested by
Ham [8] as

cj(I) = aj1i1+aj2i2+···+ajnin−OVj for 0 ≤ j ≤ Ne

(5)
where ajk ∈ AE. Using the objective function from Equa-
tion 2 joined with the constraint from Equation 3 we obtain
the energy function [8] which is defined as

E(I,K) = W · I + K

Ne∑
j=1

Φ[cj(I)] (6)

where K is a positive parameter that controls how the un-
constrained optimization problem of Equations 6 to 8 ap-
proximates the original linear problem in Equations 2 to 4,
and Φ[cj(I)] is defined as

Φ[cj(I)] =
{

0 if cj(I) ≤ 0
> 0 if cj(I) > 0.

(7)

Ik ∈ {0, 1} for 0 ≤ k ≤ Na (8)

and, as we want to maximize E, Φ(t) must be differentiable
with the property in Equation 7.

For simplicity, the function Φ(t) commonly selected
is [8]

Φ(t) =
{

0 if t ≤ 0
1
2 t2 if t > 0 (9)

Finding the partial derivative of E in Equation 6 with re-
spect to I we obtain, using Equation 5 and following our
previous analysis [3],

Ne∑
j=1

(aj1i1 + aj2i2 + · · ·+ ajnin) ∗ [aj1 aj2 · · · ajn]T

= −W

K +
Ne∑
j=1

OVj ∗ [aj1 aj2 · · · ajn]T

(10)



A T T A C K  #

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 I AE*I OV AE*I � OV Max

0 3 0 0 0 0 0

1 1 0 0 0 0 0

2 1  0 1 0 1 1

3 3  1 0 0 0 0

4 3   0 0 0 0 0

5 3   8 1 8 0 8 8

6 5 1 5 1 10 0 10 10

7 30  1 30 76 -46 0

8 5 1 5 0 5 5

 9 3 0 0 0 0 0

# 10 2 1 2 20 -18 0

 11 3 1 3 0 3 3

T 12 10 1 1 0 0 0 0

N 13 1 0 0 6 -6 0

E 14 1 0 0 0 0 0

V 15 4 0 4 4 0 0

E 16 1 0 0 0 0 0

17 3 35 5 8 3 2 3 10 3 300 2 5 4 0 62 94 -32 0

18 100 1 100 0 100 100

19 5 0 5 42 -37 0

20 10 1 0 0 0 0

21 1 1 0 0 0 0

22 10 0 0 0 0 0

23 5 1 5 5 0 0

24 1 0 0 0 0

25 1 3 3 459 -456 0

26 30  30 1335 -1305 0

27 50 0 0 0 0

Table 1. The Attack Events matrix AE, an example hypothesis Vector I, the resulting Multi-
plication Vector AE ∗ I, an example Observed Vector OV , the difference AE ∗ I − OV , and
max[0, (AE ∗ I)j − OVj].

where n = Na. Taking vectorial components in Equation
10, and having in mind that ajh are the AE coefficients, we
get

Ne∑
j=1

(AE ∗ I)j ∗ ajh = −wh

K
+

Ne∑
j=1

OVj ∗ ajh (11)

for 1 ≤ h ≤ Na.
As W , the weighted vector, is such that wh ≥ 0 for

1 ≤ h ≤ Na and K is a parameter that approaches posi-
tive infinity [8] then the inequality in Equation 12 must be
satisfied by a maximum I of Equation 6

Ne∑
j=1

(AE ∗ I)j ∗ ajh ≤
Ne∑
j=1

OVj ∗ ajh. (12)

2.2. Proposed Fitness Function

Taking Equation 12, we observe that the coefficients
(AEjh), are such that AEjh ≥ 0 because they correspond to

the coefficients of the AE matrix and, as both sides are mul-
tiplied by the same amount AEjh we can consider Equation
13 as one that satisfies Equation 12

Ne∑
j=1

(AE ∗ I)j ≤
Ne∑
j=1

OVj (13)

Equation 13 gives us the idea of a penalty function ex-
pressed as

∑Ne

j=1(max[0, (AE ∗ I)j −OVj ]) and, if it is, it
is negative or zero. However, it is preferable to have typical
fitness values be positive so the problem is to find a parame-
ter to be added to the fitness function that will give positive
fitness values, so to keep the method general, we desire a
parameter that belongs to the problem itself. We suggest,
then, as a positive term one that has already been calcu-
lated:

∑Ne

j=1(AE ∗ I)j , which gives us the idea to propose



a normalized fitness function equal to

0 <

Ne∑
j=1

(AE ∗ I)j −
Ne∑
j=1

max[0, (AE ∗ I)j −OVj ]

Ne∑
j=1

(AE ∗ I)j

≤ 1

(14)
with

∑Ne

j=1(AE ∗ I)j 6= 0. That corresponds to the defi-
nition of the degree of subsethood of fuzzy subsets S(AE ∗
I ,OV ) [9], leading us to conjecture that every AE ∗ I vec-
tor, each a fuzzy subset of the OV vector, is an intrusion
vector.

Maximums according to Equation 14 are those that have
fitness equal to 1, i.e., I vectors that satisfy Equation 13,
∀j 1 ≤ j ≤ Ne. However, there could be some subset of
intrusions that can violate the constraint. Section 3 takes
into account this case that corresponds to intrusions that re-
quire the same event.

In our previous work [3, 4, 5], we used the fitness func-
tion F (I) = Ne − T ′ where Ne corresponds to the total
number of classified events and T ′ accounts for the penalty
and corresponds to the number of overestimates, i.e., the
number of times (AE ∗ I)j > OVj . This fitness function
and the one defined in Equation 14 have some similarities.
In Equation 14 the first term can be simplified and we get 1.
The second part, which is the one that takes into account the
constraint, is the variable one. However, Equation 14 takes
into account the constraint with a greater degree of preci-
sion. For example, if in evaluating vector I we obtain that
(AE ∗ I)6 = 11 and OV6 = 8, then T ′ = 1 because the
constraint was violated one time but (AE ∗ I)6 −OV6 = 3
in Equation 14. This fact should help to reduce the false
positive ratio and this hypothesis will be examined in future
research.

3. Union Operator

In order to address the problem of more rapidly find-
ing the complete set of intrusions, as our genetic algo-
rithm runs it uses to create an aggregate solution set of
all possible compatible types of intrusions found. To do
this, it records all the realistic solutions found (those where∑Ne

j=1 max[0, (AE ∗ I)j − OVj ] = 0) in the search space
while running and keeps track of each intrusion it finds
within each realistic solution. The algorithm then checks
if the intrusion already exists in its current solution set and,
if it does not, then it checks if it is mutually exclusive or not
in order to add it to the corresponding aggregate solution
set. In this way, the algorithm builds up the set of all com-
patible intrusions—the intrusion subset—and the intrusion
subset exclusive relative with the previous one. It does this
as follows.

An individual (I) in the population is an array of 0’s and
1’s. Each position in I corresponds to a type of intrusion
that is being hypothesized by the genetic algorithm. If we
consider each intrusion type alone (i.e., one and only one
position in I), it must satisfy

∑Ne

j=1 max[0, (AE ∗ I)j −
OVj ] = 0 for an intrusion of that type to be present. Con-
sidering more than one together we have two cases:

1. The constraint is not violated, in which case the whole
set of intrusions can be considered as valid hypothesis,
We call this set the intrusion subset.

2. The constraint is violated (i.e., ∃j|(AE ∗ I)j > OVj),
in which case the whole set can not be considered as a
valid hypothesis. So, we check for those that make the
hypothesis false, and we call those intrusions exclusive
intrusions.

The second case occurs for intrusion types that share
some event type. For example, intrusions number 5, 19,
and 21 share events number 6 and 17 (see Table 1); if
the observed vector has, for instance, 8 events of type 6,
then intrusion sets {5, 19} 5 or {19, 21} can occur because
(AE ∗I)6 = 6 but not {5, 19, 21}, because (AE ∗I)6 = 11
which violates the constraint (AE ∗I)6 ≤ OV6 = 8. (Other
entries must be considered to get full intrusions 5, 19, and
21; we present here only entry 6 for clarity.) So, continuing
with this example, if the algorithm first encounters intru-
sions 5 and 19 then this is the subset of intrusions. Later on,
when intrusion 21 appears1, it is going to be validated in
conjunction with intrusions 5 and 19, but, as stated before,
the constraint is violated. 21 is considered, then, an exclu-
sive intrusion. (It could be the case that instead of intrusion
21 appearing, intrusions 21 and 19 appear, in which case the
analysis is similar. See Section 2.)

4. Empirical Studies

We consider here two empirical studies. The first re-
gards scaling and the second is meant to help determine
how effective the union operator is a speeding the search
process. For both studies we used 2-tournament selection,
60% crossover probability, and a mutation rate of 2.4%.
Normal probabilities are 70% for crossover and 0.1% for
mutation [11]; however, as we use only 40 individuals2, we
increase the mutation rate in order to get more diversity in
the population as the algorithm progresses. In all cases, the
GAs were allowed to run until all intrusions were found and
the metric used, then, was the number of generations until
that happened.

1Each independent valid hypothesis does not violates the constraint.
2Mé used 100 individuals [10].



Additional Entries for columns 24− 31

[0,24] [1,25] [2,26] [3,27] [4,28] [5,29] [6,30] [7,31] - -
100 30 500 40 700 20 30 8 - -

Additional Entries for columns 32− 39

[8,32] [15,32] [5,32] [9,33] [10,34] [11,35] [12,36] [13,37] [14,38] [15,39]
20 4 10 10 500 4 70 20 3 18

Additional Entries for columns 40− 47

[16,40] [17,40] [18,41] [19,42] [20,42] [21,43] [22,44] [23,45] [24,46] [25,47]
2 4 10 1 50 4 7 20 3 8

Table 2. AE New Entries as I is Enlarged. Experimental Setting.

I Length
OV 24 32 40 48

User2051 7 193.1 343.7 565.2 661.9
User2051 11 220.1 484.3 539.7 814.1
User2506 15 278.6 328.0 925.8 790.9
6 Intrusions 344.3 319.8 843.7 1,129.1
9 Intrusions 291.8 618.8 876.5 759.9

11 Intrusions 356.8 425.5 876.9 900.0
12 Intrusions 428.0 610.3 879.4 1,139.2

Table 3. Average Number of Generations per
User Activity and I Length. Union operator
used.

4.1. Scaling

As a first attempt to determine if this approach can scale
to larger number of known intrusion types, we incremen-
tally expanded the number of known intrusion types from
24 to 48. For doing that, two data structures must be en-
larged: the AE matrix, which has the attacks, and the intru-
sion vector I , which has the type of intrusion that can oc-
cur. So, when we run experiments with 24 intrusion typess,
we use an AE matrix of dimension 28x24 and an I vector
of length 24 and, when we run experiments with 32 intru-
sion types, the AE matrix is enlarged with the new types
of intrusions, and so its size is 28x32 (28 again because the
type and number of events (OV ) is the same in this experi-
mental setup) and the corresponding I vector is enlarged to
32. Table 2 shows the new entries used for the AE matrix
when it is enlarged from 24 − 31, from 32 − 39 and from
40− 47. The entries were chosen taking into consideration
factors like various intrusions sharing the same type of ac-
tivity, like entries [5, 29] and [5, 32], and a intrusion having
more than one type of activity, like intrusion 40 with entries
[16, 40] and [17, 40].

70 test runs were carried out for each number of known
intrusion types considered; this corresponds to 7 different
input data (Observed Vectors OV , with fixed length of 28)
and 10 repetitions for each one starting with different ran-
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Figure 2. Average Number of Generations for
Different Numbers of Known Intrusion Types.

dom initial populations. For example, in Table 3, the first
entry, which corresponds to the observed activity of user
User2051 7 and I vector of length 24, is equal to an aver-
age of 193.1 over 10 repetitions3.

Results are shown in Table 3, where we can see that the
maximum number of generations needed was 1, 139 for an
I vector with length 48 and an observed vector containing
12 intrusions. With the data set used the solution was com-
putable. Figure 2 shows the average of the average number
of generations taken from Table 3.

4.2. Value of the Union Operator

While heuristic methods are needed to scale up to larger
numbers of known intrusion types, not all heuristic methods
are equally efficient. In particular, a basic method using
a fitness function such as we have proposed which avoids

3Data corresponding to users 2051 and 2506 that were extracted by
our scanner correspond to audit data files downloaded from the Lincoln
Laboratory at MIT [7]; other OV vectors in Table 3 are synthetic.
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false positives but does not consider false negatives, will not
be effective at guiding a normal GA to finding all intrusions
in the input data quickly. Quick convergence is the function
of the union operator.

To demonstrate this, we repeated the scaling empirical
study (Section 4.1 without using the union operator. This
gives us a comparison of a fairly typical GA with our own,
enhanced GA. The clear conclusion is that the aggregate
value of the union operator is that it makes the algorithm
converge quickly. If we take the total of each column as in
Table 3 and average these together we obtain 2, 420.77 gen-
erations using the union operator, against 48, 954.74 with-
out using it—see Figure 3.

5. Subsethood and Pseudo Intrusions

An interesting topic to take into account in doing misuse
detection is how near some activity is to being an intrusion,
in order to do prevention. The fitness function proposed
in Equation 14 allow us to find such pseudo intrusions. If
we look for individuals such that the constraint is not vio-
lated, i.e., the fitness value is equal to 1, then we get a set
of intrusions. But if we also look for individuals for which
subsethood is

ς ≤ S(AE ∗ I,OV ) < 1

with ς � 0, then we obtain all those pseudo intrusions in
a neighborhood ς . The set of pseudo intrusions is exclusive
from the set of intrusions, because pseudo intrusions violate
the constraint (see Section 3).

As an example, if we take intrusion type 5, which corre-
sponds to column 5 in Table 1, we see that it needs at least

5 occurrences of event 6, 30 occurrences of event 7, and 35
occurrences of event 17.

This means that if the user activity has 5 occurrences of
event type 6 and 30 occurrences of event type 7 but only 34
occurrences of event type 17; then there is no intrusion of
type 5 at all. But if, for example, we set the fitness func-
tion to have values ≥ 0.98, then we get a pseudo intrusion
of type 5 in this case. This would allow an online IDS to
act when the pseudo intrusion is recognized and before the
intrusion is successful.

6. Discussion of Major Contributions

A genetic algorithm needs a fitness function that com-
bines objectives and constraints into a single value [2]. The
problem is not only to find the appropriate form for the func-
tion but also to provide accurate values to the parameters so
that it will produce the correct solution to as many instances
of the problem as possible. Objectives and constraints are
in Equation 14.

∑Ne

j=1(AE ∗ I)j is the objective—the more

intrusions the better.
∑Ne

j=1 max[0, (A ∗ I)j − OVj ] is the
penalty if the constraint is violated. However, we highlight
that the parameters used were obtained from the problem
itself, i.e., there are no parameters to be tuned as suggested
in previous research [10].

A normalized fitness function has the characteristic that
it is good for finding local minima/maxima. Knowing this
fact, we propose the use of the union operator, so that
each time the algorithm finds a local maxima it is stored—
avoiding false negatives—and it is tested in conjunction
with previous maxima obtained. If in the testing there is
no violation of the constraint, then the new local maxima
belongs to the intrusion subset, but if the constraint is vio-
lated, the new local maxima belongs to the set of exclusive
intrusions, as stated in Section 3. We have performed an
empirical study in order to test the validity of this assump-
tion, and found a speed up well in excess of an order of
magnitude [5].

A normalized fitness function can also be used to mea-
sure pseudo intrusions, so if the fitness function in Equation
14 is used in an online system, then the prevention of intru-
sions can be accomplished.

The work developed in this article extends and validates
our previous work [3, 4, 5] using intrusion vectors of length
32, 40, and 48 as shown in Section 4.1.

7. Conclusions and Future Work

This paper expands previous work and proposes a fitness
function for doing misuse detection and finding pseudo in-
trusions. We conjectured that every validation of the vector
I with the Attack-Event matrix (AE ∗I) fuzzy subset of the



observed vector OV is an intrusion vector. We introduce
the concept of the union operator and show experimentally
how it improves the convergence of the algorithm in terms
of number of generations. We introduce the concept of the
intrusion set and exclusive intrusions so the algorithm dis-
aggregates possible subsets of misuse of the system.

More theoretical and experimental work can be done in
order to assure that there are no intrusions. The concept
of pseudo intrusion can be refined because currently, if an
intrusion has small values in the AE matrix, then that in-
trusion will be in the neighborhood ς for almost all the ob-
served vectors OV . This is an open problem for us as is the
number of generations needed in order to get the complete
set of intrusions.

We expanded our previous work up to 48 intrusions
types. However, the system should be enlarged to hundreds
or thousands intrusion types, in order to validate its perfor-
mance in realistic scenarios. Besides this, the system should
be compared with similar ones or with other approaches.

Many approaches have been explored for doing intrusion
detection. However, commercial products confine them-
selves to traditional methods like statistical characterization
of user activity and usage patterns [1]. This paper presents
some of new research in intrusion detection, by using a
modified GA as an analytical engine that performs intrusion
detection.
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